
BOROUGH OF BUENA

MUNICIPAL UTILITIES AUTHORITY

RESOLUTION ADOPTING THE

CYBER RISK MANAGEMENT PROGRAM

AND CYBER INCIDENT RESPONSE PLAN

IN COMPLIANCE WITH THE

NEW JERSEY MUNICIPAL EXCESS LIABILITY
JOINT INSURANCE FUND

R-25-2021

CYBER RISK MANAGEMENT PROGRAM

CYBER INCIDENT RESPONSE PLAN

WHEREAS, the Atlantic County Municipal Excess Liability Joint Insurance Fund requires all

municipalities in their fund, to have a Cyber Risk Management Program & Cyber Incident

Response Plan in place; and

WHEREAS, the Borough of Buena Municipal Utilities Authority has updated their policies to

be compliant with the ACMELJIF Cyber Risk Management Program; and

NOW, THEREFORE, BE IT RESOLVED, that the Cyber Risk Management Program &

Cyber Incident Response Plan be adopted by the Borough of Buena Municipal Utilities
Authority, County of Atlantic, State of New Jersey.

Attest:

BOROUGH OF BUENA MUNICIPAL UTILITIES AUTHORITY

tr JOSÉPH SANTAGATA, CHAIRMAN

Chers M.-Aantoe
CHERYLM. SANTORE, SECRETARY

do

I, Cheryl. M. Santore, Secretary of the Borough of Buena Municipal Utilities Authority,

hereby certify that the foregoing Resolution was adopted at a meeting of the Borough

Buena Municipal Utilities Authority held on October 27, 2021.

Churyl m. Aartore
CHERYL M. SANTORE, SECRETARY

of
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1. Policy Statement

The Incident Response Plan defines our methods for identifying, tracking, and responding to technology-
based security incidents.

2. Reason for the Policy

The Incident Response Plan is established to assist in protecting the integrity, availability, and

confidentiality of technology and assist in complying with statutory, regulatory and contractual
obligations.

the

Responding quickly and effectively to an Incident is critical to minimizing the spread of the Incident and/or

business, financial, legal, and/or reputational impact. Incident Response generally includes the

following phases:

Detection, Reporting, and Analysis.
Legal.

Forensics.

Containment, Eradication, and Recovery.

Other Responses (i.e. Public Relations).

Post-Incident Review.

3. Scopе

This plan governs incidents that have a significant negative impact on information technology systems
and/or sensitive information (hereinafter, "Incidents"). Incidents can include denial of service, malware,

ransomware, and/or phishing attacks that can significantly impact operations and/or result in the

unintended disclosure of sensitive data (e.g., constituent data, Protected Health Information, Personally

Identifiable Information, credit card data, and law enforcement records).

Minor events (e.g., routine detection, and remediation of a virus, a minor infraction of a security policy,
or other similar issues that have little impact on day-to-day business operations) are not considered an

Incident under this policy.

4. Incident Identification

For cyber insurance purposes, a security incident is an event that is a: cyber security breach, or cyber
extortion threat, or data breach.

4.1 Cyber Extortion Threat

A threat against a network to:

1. Disrupt operations.

2. Alter, damage, or destroy data stored on the network.
3. Use the network to generate and transmit malware to third parties.

4. Deface the member's website.
5. Access personally identifiable information, protected health information, or confidential
business information stored on the network; made by a person or group, whether acting alone,
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